
 
 
 
 
 
 
 

 
Background 
There are some key changes coming to UK legislation relating to Data Protection.  
With effect from 25th May 2018, the UK will have introduced the requirements of 
the General Data Protection Regulations (GDPR), which will be the largest update 
to data protection rules in the last 20 years. 
 
Stonebridge Group are already progressing with the changes we will need to make 
in time for the May 2018 deadline, but we are aware our Appointed 
Representatives will also have obligations to meet as a result of GDPR.  While much 
of the data collected by you will be stored on Revolution, there will also be data 
stored locally on your firm’s technology or in paper files which are the 
responsibility of your firm. 
 
This communication is intended as an introduction to GDPR, highlighting key points 
to consider and giving guidance on where you can find further information.  Details 
of the specific changes we will be making to our processes and to Revolution will be 
released in 2018. 
 
 

The Headlines 
The main messages of GDPR relate to rights and accountability – consumers will 
receive enhanced rights and firms will have more accountability for the data they 
hold and what it is used for.  Key principals will be introduced which build on the 
current data protection legislation. 
 
While May 2018 may appear to allow plenty of time for your firm to address this, I 
would encourage all firms now to ensure they are aware of the GDPR changes, start 
assessing the data held and consider the changes you will need to put in place. 
 
  

Volume 20  
November 2017 

  

In this edition: General Data Protection       
                        Regulation 
 

• Background 
• The Headlines 
• Individual Rights 
• Accountability 
• Further Information 
• Summary 

 

 
 

 

Key Contacts 
 

Business Standards Managers:  

 
 

Jacqui Edwards 
01268 644 177 

teamkitchener@stonebridgegroup.co.uk 
 

Mike White 
01268 644184 

teamcoe@stonebridgegroup.co.uk 
 

Rebecca Bland 
01268 644 162 

teamchurchill@stonebridgegroup.co.uk 
 

Dawn Wilkinson  
01268 644169 

teamnelson@stonebridgegroup.co.uk 

 

Wendy Edwards  
01268 644180 

teamtennyson@stonebridgegroup.co.uk 

 
 
 
 
 

Business Standards Supervisor:  

 

Claire Chambers 
07715 371226 

cchambers@stonebridgegroup.co.uk 

 
 
 
 
 
 
 
 
 
 
 

Revolution Support Team:  

 
 

Lee Brown 
01268 644 168 / 07702 521281 

lbrown@stonebridgegroup.co.uk 
 

Sophie Kemp 
01268 644 183 / 07899 893337 

skemp@stonebridgegroup.co.uk 

 
 
 
 
 
 
 
 
 
 
 
 

Head of Business Standards 
and Risk:  

 
 
 
 

Alex Hill 
07900 496 868 

ahill@stonebridgegroup.co.uk 
 
 

Stonebridge Group 
9 Lords Court 

Basildon, Essex 
SS13 1SS 

 
 

   
 
 

COMPLIANCE 
MATTERS

 

Author: Alex Hill 
 

Key Contacts 
 
 

Business Standards Managers:  

 
 
 
 

Mike White 
01268 644 184 

teamcoe@stonebridgegroup.co.uk 
 

Rebecca Bland 
01268 644162 

teamchurchill@stonebridgegroup.co.uk 
 

Dawn Wilkinson 
01268 644 169 

teamnelson@stonebridgegroup.co.uk 
 

Wendy Edwards  
01268 644180 

teamtennyson@stonebridgegroup.co.uk 

 
 
 
 
 
 

Business Risk Managers:  

 

Claire Chambers 
07715 371226 

cchambers@stonebridgegroup.co.uk 

 
 
 
 
 
 
 
 
 
 
 

Revolution Support Team:  

 
 
 

Lee Brown 
01268 644 168 / 07702 521281 

lbrown@stonebridgegroup.co.uk 
 

Sophie Kemp 
01268 644 183 / 07899 893337 

skemp@stonebridgegroup.co.uk 

 
 
 
 
 
 
 
 
 
 
 
 

Head of Business Standards 
and Risk:  

 
 
 
 

Alex Hill 
07900 496 868 

ahill@stonebridgegroup.co.uk 
 

 
 

Stonebridge Group 
9 Lords Court 

Basildon, Essex 
SS13 1SS 

 
 

   
 

https://www.facebook.com/Stonebridge-Group-326749670760923/
about:Tabshttps://twitter.com/Stonebridge_Grp?ref_src=twsrc%5Egoogle|twcamp%5Eserp|twgr%5Eauthor
https://www.linkedin.com/company/stonebridge-group---mortgage-&-insurance-network
https://www.facebook.com/Stonebridge-Group-326749670760923/
about:Tabshttps://twitter.com/Stonebridge_Grp?ref_src=twsrc%5Egoogle|twcamp%5Eserp|twgr%5Eauthor
https://www.linkedin.com/company/stonebridge-group---mortgage-&-insurance-network


 

 
 Individual Rights 
GDPR will introduce new rights for consumers and enhance some existing rights held under the Data Protection Act:- 

The right to be informed 
This right encompasses your obligation to provide ‘fair processing information’, typically through a privacy notice. It 
emphasises the need for transparency over how you use personal data.  Your clients must be told:- 

• Who is responsible for their data and how to contact them 
• The purpose and legal basis of processing 
• The retention period of their data 
• The existence of each of data subject’s rights 
• The right to withdraw consent at any time, where relevant 
• The right to lodge a complaint with a supervisory authority 
• The source the personal data originates from and whether it came from publicly accessible sources 
• Whether the provision of personal data part of a statutory or contractual requirement or obligation and possible 

consequences of failing to provide the personal data 

The right of access 
This right is similar to current rights of clients to access their data via a subject access request, with some changes: 

• You must provide a copy of the information free of charge. The removal of the £10 subject access fee is a 
significant change from the existing rules under the DPA. 

• You must provide information within one month rather than the current 40 days.  
• If the request is made electronically, you should provide the information in a commonly used electronic format. 

The right to rectification 
Individuals are entitled to have personal data rectified if it is inaccurate or incomplete. 

The right to erasure 
This is also known as the right to be forgotten and will largely apply to historic clients or data held for marketing 
purposes.  There are circumstances where deletion may be refused:- 

• to exercise the right of freedom of expression and information; 
• to comply with a legal obligation or for the performance of a public interest task or exercise of official authority; 
• for public health purposes in the public interest; 
• archiving purposes in the public interest, scientific research historical research or statistical purposes; or 
• the exercise or defence of legal claims. 

The right to restrict processing 

• Under the DPA, individuals have a right to ‘block’ or suppress processing of personal data. The restriction of 
processing under the GDPR is similar. 

The right to data portability 

• The right to data portability allows individuals to obtain and reuse their personal data for their own purposes 
across different services.  It allows them to move, copy or transfer personal data easily from one IT environment 
to another in a safe and secure way, without hindrance to usability (for example if a client wanted to switch to 
an alternative broker) 

You must provide the personal data in a structured, commonly used and machine-readable form. Open formats include CSV 
files. Machine readable means that the information is structured so that software can extract specific elements of the data. 
This enables other organisations to use the data. The information must be provided free of charge. 
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The right to object 
Individuals have the right to object to: 

• processing based on legitimate interests or the performance of a task in the public interest/exercise of official 
authority (including profiling); 

• direct marketing (including profiling); and 
• processing for purposes of scientific/historical research and statistics. 

Rights in relation to automated decision making and profiling. 

• The GDPR provides safeguards for individuals against the risk that a potentially damaging decision is taken 
without human intervention. These rights work in a similar way to existing rights under the DPA. 

 
Accountability 

 

GDPR introduces the principle of accountability, which requires you to demonstrate that you comply with the principles and 
states explicitly that this is your responsibility.  This is why it is important you start to look at the data you hold, why you hold 
it and the processes you have in place to manage consumer protections now. 

A key area of accountability will be that you must demonstrate how and when consent to use a client’s data was 
given.  Consent must be as easy to decline as to give – so for example, clients cannot just be asked to ‘opt out’ of marketing – 
the option to opt in or out must be equally prominent with neither pre-selected.  This will also apply to historic data you hold. 

GDPR will introduce a duty on all organisations to report data breaches to the Information Commissioners Office (and in 
some cases to the individuals affected) where it is likely to result in a risk to the rights and freedoms of individuals. 

 
Further Information 
The Revolution Compliance library contains some documents which firm principals may find useful in preparing for GDPR:- 

• 12 Steps – This document produced by the ICO provides a summary of things to start doing in preparation of GDPR 
• Data Security Review Template – provides some key questions which will help you assess if you have adequate 

security measures to protect your client data 
• GDPR Information Audit – provides a template for you to assess what data your firm holds and why 
• GDPR Action Plan – a document to record and track any changes you want to make in preparation for GDPR 
• Overview of the GDPR – a more in-depth document giving more detailed explanations of the GDPR changes and links 

to further specific guidance from the ICO 

Further information may be obtained directly from the Information Commissioners Website. 

 
Summary 

It is important you are familiar with the changes coming and start taking steps towards ensuring you will meet these new 
rules.  Business Principals should ensure all staff (including advisers, administrators and other relevant support staff) are 
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familiar with these changes.  It would also be appropriate to ensure 3rd parties (such as introducers, lead purchase sites and 
referral routes outside of Stonebridge) are prepared for GDPR and the changes this will bring. 

Stonebridge are already progressing with changes to Revolution, disclosure documents and our procedures in order to 
comply with GDPR.  Details of these changes will be communicated in 2018.  A new Computer Based Test will be issued in 
2018 to establish all advisers understand the GDPR changes. 

Should you require further information about the impact of GDPR on your firm, please refer to the ICO website in the first 
instance.  Your BSM will be able to provide further guidance in 2018 once specific changes have been finalised. 
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